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	Course Description
	This course provides a comprehensive analysis of the security and privacy issues inherent in modern distributed computing architectures, with a specific focus on the cloud-to-edge continuum. It delves into the foundational security principles of cloud computing, including threat modeling, identity and access management, and network security, before addressing the unique, complex challenges posed by edge environments. The curriculum is structured to demonstrate that the security of a distributed system is only as strong as its weakest link. For instance, a security vulnerability in a single, resource-constrained edge device can serve as a pivot point for a wider attack, potentially compromising the core cloud infrastructure. Conversely, a misconfiguration in a centralized cloud service could leave a vast number of dispersed edge devices exposed.   
The course is designed to provide an integrated perspective on this complex ecosystem, moving beyond a siloed view of cloud and edge security. Students will learn to recognize threats across a diverse range of devices and infrastructure, from hyperscale data centers to resource-constrained Internet of Things (IoT) devices. The curriculum emphasizes a hands-on, practical approach, guiding students to apply defensive strategies, conduct vulnerability assessments, and design secure systems. It will prepare them to develop holistic security strategies that balance technical efficacy with organizational usability, policy compliance, and the real-world constraints of distributed systems.

	Course Purpose / Course Goals
	The purpose of this course is to equip students with the advanced knowledge and practical skills required to design, implement, and manage robust security architectures in dynamic cloud and edge computing environments. By the end of the semester, students should be able to function as security professionals who can not only identify and analyze vulnerabilities but also architect proactive, resilient, and scalable security solutions.   
A core objective is to move beyond mere technical knowledge to a critical understanding of the governance, policy, and compliance aspects that underpin successful security strategies in a professional context. The course aims to develop competencies such as developing a comprehensive security strategy and responding to emerging threats, which are critical for cybersecurity professionals. This aligns with curricula from leading academic institutions, which recognize the importance of integrating technical skills with policy and management considerations for a complete professional education. 

	Course Objectives
	The main objectives of the course are:
· To provide an in-depth understanding of the architectural models and security controls of various cloud service types (IaaS, PaaS, SaaS) and their implications for security. 
· To analyze and implement security mechanisms for distributed systems, including identity and access management, data encryption, and network segmentation.
· To assess the unique security challenges of edge computing, including device heterogeneity, data privacy, and the distributed attack surface.
· To apply modern security practices, such as DevSecOps and security automation, to integrate security into the software development and deployment lifecycle.
· To develop and test system vulnerabilities using standard methodologies and tools, and to design effective incident response and risk mitigation strategies.

	Intended Learning Outcomes (ILOs)

	Knowledge and Understanding	
K1: Explain the fundamental security models, concepts, and challenges in cloud computing environments, including IaaS, PaaS, and SaaS, with an emphasis on the shared responsibility model and cloud-native security services.   
K2: Characterize the unique threats and vulnerabilities at different layers of the edge computing architecture (device, network, and access) and comprehend how these differ from and compound traditional cloud security challenges.   
K3: Comprehend defensive security mechanisms such as cryptographic protocols, access controls, network segmentation, and security monitoring, and articulate how they are applied and adapted in complex distributed systems spanning cloud and edge.   
Skills	
S1: Implement security mechanisms and controls for cloud and edge infrastructure using modern tools and techniques, including automation and infrastructure-as-code principles.   
S2: Assess and test system vulnerabilities using established frameworks like CVSS and perform basic penetration testing in cloud environments, demonstrating the ability to identify and prioritize security flaws.   
S3: Design secure architectures for cloud and edge platforms, including the secure configuration of networks, containers, and serverless functions, by applying principles of least privilege and defense in depth.   
Competences	
C1: Develop comprehensive, multi-layered security strategies that address the entire distributed computing lifecycle from initial design to continuous operation.   
C2: Balance usability and security requirements in system design, recognizing real-world trade-offs between technical controls and user experience in a professional context.   
C3: Effectively respond to and manage emerging security threats by applying incident response frameworks and continuous monitoring principles to a dynamic threat landscape.   




	
	Weeks	
	Lecture

	Program
	First week
		Introduction to Distributed System Security.

	
	Second week
	Identity and Access Management (IAM).

	
	Third week
	Cloud Network Security.

	
	Fourth week
	Container and Microservices Security.

	
	Fifth week 
	DevSecOps and Security Automation.

	
	Sixth week
	Data Security and Cryptography.

	
	Seventh week 
	Midterm Exam.

	
	Eighth week
	Edge Computing Architecture and Threat Landscape.

	
	Ninth week
	IoT and Edge Device Security.

	
	Tenth week
	Edge Network and Communication Security.

	
	Eleventh week
	Threat Modeling and Vulnerability Analysis.

	
	Twelfth week 
	Incident Response and Continuous Monitoring.

	
	Thirteenth week
		Legal, Compliance, and Policy.

	
	Fourteenth week
		Final Project Presentations.

	
	Fifteenth week 
	Course Review and Feedback.



	Literature / Reading List:


	Literature
	
Required Literature:
1. Mather, T., Kumaraswamy, S., & Latif, S. (2021). Cloud Security and Privacy: An Enterprise Perspective on Risks and Compliance. O'Reilly Media.

2. Winkler, V. (2020). Securing the Cloud: Cloud Computer Security Techniques and Tactics.  Syngress.

Supplementary / Recent Literature:	
3. Askar, S., & Husain, B. H. (2021). "Survey on Edge Computing Security." International Journal of Science and Business, 5(3), 52-60.   

4. Vehent, J. (2022). Securing DevOps: Security in the Cloud. O'Reilly Media.   

5. Rice, L. (2024). Container Security: Fundamental Technology Concepts that Protect Containerized Applications. O'Reilly Media.   

6. Gilbert, K. (2023). Hands-On AWS Penetration Testing with Kali Linux. Packt Publishing.   

Academic Journals:	
7. IEEE Transactions on Cloud Computing    

8. Journal of Network and Computer Applications    

9. Future Generation Computer Systems    

10. IEEE Transactions on Mobile Computing




	Teaching and Learning Methods
	The course will be delivered using a combination of traditional and modern teaching methods to ensure the acquisition of theoretical knowledge and the development of practical skills. The pedagogical approach emphasizes active learning, moving beyond passive lectures to immerse students in real-world problem-solving. This is crucial for a master's-level cybersecurity course, where the primary goal is to produce skilled practitioners, not just theorists.   
The main methods include:
· Structured Lectures: For presenting fundamental and advanced concepts.
· Problem-Based Learning (PBL): Students will work on solving real-world security problems, such as designing a secure IoT network for a smart city or developing a secure API for a serverless application.
· Flipped Classroom: Learning materials will be provided in advance, with class time dedicated to discussions, hands-on activities, and practical problem-solving.
· Project-Based Learning: The culmination of the course will be a comprehensive capstone project simulating an industrial scenario, where students will apply their skills to architect a secure system.   
· Case Study Method: Analysis and discussion of real-world security breaches in cloud and edge environments to understand the practical application of defensive technologies and incident response.   
· Laboratory Demonstrations: Practical presentation and hands-on work with tools for secure configuration, vulnerability scanning, and cryptographic implementation.   
· Industrial Guest Lectures: To provide real-world context and insights into current industry practices and challenges, offering a direct link to the professional world.

	
	Contribution to student workload (which should correspond to student learning outcomes - 1 ECTS credit = 25 hours)

	
	Activity
	Hours
	Days/weeks
	Total

	
	Lectures
	2
	15
	30

	
	Exercise sessions (with TA)
	2
	15
	30

	
	Practical work (labs)
	2
	14
	28

	
	Office hours
	1
	15
	15

	
	Homework
	3
	5
	15

	
	Self-study
	3
	5
	15

	
	Project work
	3
	5
	15

	
	Final Project Defense
	1
	1
	1

	
	Midterm Exam
	1
	1
	1

	Total
	
	
	150







	Evaluation
	Assessment Methods and Criteria:
	Activity
	Weight (%)

	Midterm Exam
	25%

	Homework & Lab Assignments
	35%

	Final Project Report & Defense 
Total
	40%
100%



 (according to the Statute and Regulation for studies of UMIB)

	
	Final grade
	Points (%)      Mark

	
	
	91 – 100          10

	
	
	81 - 90	              9

	
	
	71 - 80	              8

	
	
	61 - 70	              7

	
	
	51 - 60	              6

	Academic policies
	Criteria for regular attendance and rules of etiquette during the organization of the lesson are set.
Academic Work:
Assignments, literature reviews, and project reports must be completed individually and in accordance with academic writing standards. Submissions must respect both the formal requirements (structure, referencing, citations) and the content requirements of the course.

Ethics in teaching:
All assignments and projects must be the personal work of each student. There will be no tolerance for copying, "borrowing" from the Internet or any other material. The same or similar works will have negative evaluations in the final evaluation of the student.
Time:
In agreement with the students, the deadlines for submitting works will be determined. There will be no tolerance for delays in the submission of works. Failure to attend the session when an assignment is explained does not justify late or missing submission. The deadline will be given earlier. If you are going to travel abroad, then you need to submit the paperwork in advance. The student has the right to request a consultation with the professor whenever he / she deems it reasonable and necessary for the performance of his / her work.
Rules of conduct and academic policies:
· active participation of students in lectures o participation in discussion, comments and free expression of opinion, opinion and academic position (with arguments) 
· mandatory independent work and use of additional sources of information (various scientific websites, scientific journals, conference proceedings, etc.) 
· respecting lecture schedules without compromising academic freedom (silent cell phones) of respecting the word, thoughts and ideas of colleagues, 
· it is not allowed to arrive late and leave without a valid reason from the lecture, test or exam o preparation and holding of relevant lectures, (obligation of the teacher). 
· if the student is absent more than four times without reason in lectures and exercises, does not receive the signature for attendance. o the student cannot take the exam without an official document,
· if the student is dissatisfied with the grade obtained, has the right to complain in writing to the dean, within two working days after the announcement of the results, UMIB Statute o if the student does not follow the rules, in the exam uses tools that are not allowed, it is evaluated with a negative grade.
Plagiarism or cheating will be penalized according to university regulations.
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