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	Course Curriculum Model (Syllabus)
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	II
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	Telephone:
	
	

	

	Course Description
	This course offers a comprehensive exploration of the fundamental principles and technologies that define Next Generation Networks (NGNs). It focuses on the paradigm shift from traditional, hardware-centric networking to a flexible, software-driven architecture. The curriculum places significant emphasis on core enabling technologies, including Software-Defined Networking (SDN) and Network Function Virtualization (NFV), and their critical role in shaping modern mobile and wireless systems. Key topics include the architectural evolution of 5G and 6G cellular networks, the concept of network slicing, edge computing (MEC), and the crucial aspects of security and network programmability in these new environments. The course is designed to combine robust theoretical lectures with a series of hands-on laboratory exercises and a culminating project to provide students with a holistic understanding of NGNs.

	Course Purpose / Course Goals
	
The purpose of this course is to equip students with the advanced theoretical knowledge and practical, applied skills required to design, deploy, and manage modern, converged network architectures. It aims to develop a student's ability to critically analyze, evaluate, and implement emerging technologies such as 5G, SDN, and NFV. The course fosters a nuanced understanding of how these technologies work together to create more efficient, scalable, and secure solutions. Ultimately, the course prepares students for professional roles in both academia and the rapidly growing NGN market, enabling them to contribute to the innovation and implementation of future-proof network infrastructures.


	Course Objectives
	The main objectives of the course are:
· To understand the principles and technologies behind NGNs, including SDN, NFV, 5G/6G, and MEC.
· To design and manage flexible, software-driven network architectures that replace traditional hardware-centric models.
· To analyze and implement advanced concepts like network slicing, programmability, and security in modern mobile and wireless systems.
· To apply theoretical knowledge through hands-on labs and projects to solve real-world networking challenges.
· To evaluate the scalability, efficiency, and resilience of emerging network technologies.
· To prepare for roles in academia and industry by mastering the skills needed to innovate and deploy future-proof network infrastructures.

	Intended Learning Outcomes (ILOs)

	[bookmark: _heading=h.bh1my4fl5zma]Knowledge and Understanding
K1: Explain the architectural principles and protocols of Software-Defined Networking (SDN), including the OpenFlow and P4 standards, and Network Function Virtualization (NFV).   
K2: Understand the core concepts of 5G and 6G cellular networks, including network slicing, edge computing (MEC), and their evolution from legacy architectures.   
K3: Describe key security challenges and mitigation strategies for NGNs, covering topics like network security, cryptography, and vulnerability assessment.
Skills
S1: Use and configure network emulation and simulation tools (e.g., Mininet, Cisco Packet Tracer, OMNET++) to model and analyze network topologies and behaviors.   
S2: Analyze and evaluate the performance of NGN components based on key metrics such as latency, throughput, and scalability.   
S3: Design and implement a basic network function or application using SDN/NFV programming concepts (e.g., with Python) on a virtual testbed.
Competences
C1: Propose and design a comprehensive NGN solution for a specific application domain (e.g., IoT, industrial automation, urban services), considering security, performance, and cost.   
C2: Critically evaluate recent research papers and articulate an informed opinion on a topic within NGNs.   
C3: Collaborate effectively in a multidisciplinary team to solve complex, real-world networking problems.








	
	Weeks	
	Lecture

	Program
	First week
		Introduction to NGNs.

	
	Second week
	Fundamentals of Traditional Networking.

	
	Third week
	Software-Defined Networking (SDN).

	
	Fourth week
	Network Function Virtualization (NFV).

	
	Fifth week 
	Practical Lab Session 1: SDN/NFV Emulation.

	
	Sixth week
	5G Network Architecture.

	
	Seventh week 
	Midterm Exam.

	
	Eighth week
	Advanced 5G Concepts and the path to 6G.

	
	Ninth week
	NGN Security.

	
	Tenth week
		Lab Session 2: Network Security and Traffic Analysis.

	
	Eleventh week
	Network Automation and Programmability.

	
	Twelfth week 
		Case Studies.

	
	Thirteenth week
	Project Work and Consultations.

	
	Fourteenth week
	Student Presentations.

	
	Fifteenth week 
	Review and Final Project Submission.



	Literature / Reading List:


	Literature
	Required Literature:	
1. Gupta, B. B., Dahiya, A., & Benkhelifa, E. (2022). SDN and NFV. World Scientific.    

2. Chen, W., Gaal, P., Montojo, J., & Zisimopoulos, H. (2021). Fundamentals of 5G Communications: Connectivity for Enhanced Mobile Broadband and Beyond. McGraw-Hill.    

3. Stallings, W. (2018). Foundations of Modern Networking: SDN, NFV, QoE, IoT, and Cloud. Pearson.    

4. Groover, M. P. (2019). Fundamentals of Modern Manufacturing: Materials, Processes, and Systems. Wiley.  

Supplementary / Recent Literature:	
5. Davim, J. P. (Ed.). (2023). Modern Manufacturing Processes. Springer.  (Model for structure)   

6. Pahalson, C. A. D. et al. (2023). "5G Technology: An Assessment of the Opportunities and Challenges in an Emerging Nigerian Society". International Journal of Next-Generation Networks (IJNGN).    

7. Ericsson. (2023). Towards Sustainable and Trustworthy 6G: Challenges, Enablers, and Architectural Design.    

8. Shen, F., & Perigo, L. (2023). "Dynamic SDN Controller Placement based on Deep Reinforcement Learning". International Journal of Next-Generation Networks (IJNGN).    

9. Journal of Manufacturing Processes – Elsevier. (Latest issues available via ScienceDirect).  (Model for a relevant journal)   

10. International Journal of Next-Generation Networks (IJNGN).    




	Teaching and Learning Methods
	The course is delivered using a combination of traditional and modern teaching methods to ensure the acquisition of both theoretical knowledge and practical, hands-on skills. The main methods include:   
· Structured Lectures: For presenting fundamental and advanced concepts of NGNs, delivered in a clear and logical progression.
· Problem-Based Learning (PBL): Students will work on solving real-world networking challenges by applying their research and technical skills.
· Flipped Classroom: Learning materials are provided in advance, allowing class time to be used for interactive discussions, collaborative problem-solving, and practical applications.
· Project-Based Learning: A significant component where students develop a complete NGN solution, simulating an industrial or research scenario. This project will require the synthesis of knowledge and skills learned throughout the semester.   
· Laboratory Demonstrations and Exercises: Extensive use of specialized software tools and virtual platforms, such as Mininet, OMNET++, Cisco Packet Tracer, and CloudLab, to provide a dynamic and safe environment for network configuration, traffic analysis, and performance evaluation. These sessions bridge the gap between theory and practical application.   
· Case Study Method: Analysis and discussion of real-world industry situations to understand the practical applications and limitations of NGN technologies.
· Industrial Guest Lectures: Occasional lectures from industry experts to provide real-world context and insights into current trends and challenges.   

	
	Contribution to student workload (which should correspond to student learning outcomes - 1 ECTS credit = 25 hours)

	
	Activity
	Hours
	Days/weeks
	Total

	
	Lectures
	2
	15
	30

	
	Exercise sessions (with TA)
	2
	15
	30

	
	Practical work (labs, project)
	6
	3
	18

	
	Office hours
	1
	15
	15

	
	Fieldwork (e.g., industry visits)
	1
	2
	2

	
	Midterms, seminars
	2
	2
	4

	
	Homework assignments
	3
	2
	6

	
	Self-study & research
	3
	9
	27

	
	Final exam preparation
	3
	3
	9

	
	Time spent in exams
	2
	2
	4

	
	Projects, presentations, etc.
	2.5
	2
	5

	Total
	
	
	150







	Evaluation
	Assessment Methods and Criteria:
	Activity
	Weight (%)

	Midterm Exam
	20%

	Project Report & Defense
	30%

	Seminar Presentation
	10%

	Final Exam
Total
	40%
100%



 (according to the Statute and Regulation for studies of UMIB)

	
	Final grade
	Points (%)      Mark

	
	
	91 – 100          10

	
	
	81 - 90	              9

	
	
	71 - 80	              8

	
	
	61 - 70	              7

	
	
	51 - 60	              6

	Academic policies
	Criteria for regular attendance and rules of etiquette during the organization of the lesson are set.
Computer work:
Graphic works, I have to draw and write with a computer. In the works it is obligatory to respect the criteria for both the visual and the content aspect of the required works. 
Ethics in teaching:
Graphic works should be personal works of each student. There will be no tolerance for copying, "borrowing" from the Internet or any other material. The same or similar works will have negative evaluations in the final evaluation of the student.
Time:
In agreement with the students, the deadlines for submitting works will be determined. There will be no tolerance for delays in the submission of works. Failure to arrive at the time when the assignment is explained does not justify the student for not submitting the paper. The deadline will be given earlier. If you are going to travel abroad, then you need to submit the paperwork in advance. The student has the right to request a consultation with the professor whenever he / she deems it reasonable and necessary for the performance of his / her work.
Rules of conduct and academic policies:
· active participation of students in lectures o participation in discussion, comments and free expression of opinion, opinion and academic position (with arguments) 
· mandatory independent work and use of additional sources of information (various scientific websites, scientific journals, conference proceedings, etc.) 
· respecting lecture schedules without compromising academic freedom (silent cell phones) of respecting the word, thoughts and ideas of colleagues, 
· it is not allowed to arrive late and leave without a valid reason from the lecture, test or exam o preparation and holding of relevant lectures, (obligation of the teacher). 
· if the student is absent more than four times without reason in lectures and exercises, does not receive the signature for attendance. o the student cannot take the exam without an official document,
· if the student is dissatisfied with the grade obtained, has the right to complain in writing to the dean, within two working days after the announcement of the results, UMIB Statute o if the student does not follow the rules, in the exam uses tools that are not allowed, it is evaluated with a negative grade.
Plagiarism or cheating will be penalized according to university regulations.





Mitrovica, 01/09/2025 						
image1.png
'UNIVERSITETI /UNIVERSITY
“ISA BOLETINI"
MITROVICE





