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	Course Curriculum Model (Syllabus)

	Faculty:
	FACULTY OF MECHANICAL AND COMPUTER ENGINEERING

	Department:
	Computer Science and Engineering

	Study Program
	MSc in Cloud and Edge Computing

	Level:
	Master

	[bookmark: _heading=h.frymz65922a2]Code of the course:
	111CEC

	[bookmark: _heading=h.8fqsgo9jdl39]Course:
	Cloud Data Protection and Compliance

	Course Status: 
	Elective
	Mandatory/Elective

	Semester:
	II
	Winter/Summer

	Number of hours per week:
	2+2
	

	ECTS: 
	6
	

	Time / location:
	According to schedule /UIBM

	Academic Year / Semester
	2026/2027

	Language of Instruction: 
	Albanian

	Lecturer: 
	Prof. ass. Dr. Luan Gashi

	Assistant:
	Msc. Agon Bajgora, Phd. Cand.

	Contact details:
	Professor
			Assistant

	Email:
	Luan.gashi@umib.net
	Agon.bajgora@umib.net

	Telephone:
	+38344963729
	

	

	Course Description
	This course offers a comprehensive and pragmatic exploration of the legal, regulatory, and technological challenges of safeguarding data within modern cloud environments. It is designed to bridge the gap between abstract legal mandates and the concrete, technical requirements of cloud infrastructure. The curriculum begins with a foundational understanding of data privacy as a core principle, before delving into the critical legal and regulatory frameworks that govern data processing. A significant portion of the course is dedicated to the General Data Protection Regulation (GDPR) and its intricate requirements, along with a forward-looking analysis of the EU's Regulation on a European approach for Artificial Intelligence (EU AI Act) and other key global standards such as HIPAA and the CCPA.   
The course emphasizes the paramount importance of the shared responsibility model, a fundamental concept that defines the distinct roles and liabilities of cloud service providers and their customers across different service models (IaaS, PaaS, SaaS). Students will acquire practical skills in implementing technical controls for data protection, including advanced Identity and Access Management (IAM) configurations and various methods of data encryption at rest and in transit. The curriculum also integrates modern development philosophies like DevSecOps, demonstrating how to embed security and compliance controls directly into the continuous integration and continuous delivery (CI/CD) pipeline, ensuring that systems are inherently privacy-preserving from their inception. The course culminates in an examination of real-world case studies and the development of robust strategies for compliance auditing, risk assessment, and incident response, preparing students to lead data protection initiatives in any organization. 

	Course Purpose / Course Goals
	The primary purpose of this course is to furnish students with the expertise and competencies required to manage and secure sensitive data in cloud-based systems, ensuring full compliance with a complex and evolving regulatory landscape. The course is not merely concerned with the theoretical knowledge of legal frameworks but focuses on their direct application and implementation in a technical context.
A central goal is to cultivate an interdisciplinary mindset that allows students to translate complex legal and policy requirements into specific, actionable engineering designs. This involves developing the capability to design systems that are compliant by default, embedding principles such as privacy by design and data minimization into the earliest stages of system architecture. The course instills a proactive approach to data protection, encouraging students to identify and mitigate potential privacy risks before they materialize into liabilities.
Furthermore, the curriculum is structured to foster strategic leadership skills. Graduates will be equipped to assume key roles in their organizations, capable of balancing critical business innovation needs with the non-negotiable demands of regulatory compliance. This involves the ability to conduct thorough compliance audits, perform comprehensive risk assessments, and cultivate a corporate culture that prioritizes data privacy as a core value, thereby building trust with customers and stakeholders while minimizing legal and financial exposure.

	Course Objectives
	The main objectives of the course are:
· To understand Core Principles of Data Privacy
· To bridge Legal Mandates with Technical Implementation
· To master Cloud Security Architecture
· To integrate Compliance into Development Workflows
· To develop Strategic Leadership and Risk Management Skills
· To prepare for Real-World Application

	Intended Learning Outcomes (ILOs)

	[bookmark: _heading=h.bh1my4fl5zma]Knowledge and Understanding
K1:	Understand legal and regulatory frameworks for data protection.	
K2:	Recognize GDPR, Regulation on a European approach for Artificial Intelligence, and other compliance requirements.	
K3:	Identify privacy challenges in cloud environments.	
Skills		
S1:	Ensure compliance with data protection regulations.	
S2:	Implement GDPR-aware cloud strategies.	
S3:	Design systems for secure and compliant data handling.	
Competences		
C1:	Balance business needs and regulatory demands.	
C2:	Conduct compliance audits and risk assessments.	
C3:	Promote a culture of data privacy within organizations.




	
	Weeks	
	Lecture

	Program
	First week
		Introduction to Cloud Data Protection.

	
	Second week
	The Legal Foundation: Core GDPR Principles.

	
	Third week
	GDPR Roles, Rights, and Obligations.

	
	Fourth week
	Identity and Access Management (IAM) for Compliance.

	
	Fifth week 
	Data Protection: Encryption and Key Management.

	
	Sixth week
	Network and Application Security.

	
	Seventh week 
	Midterm Exam.

	
	Eighth week
	Conducting Compliance Audits and Risk Assessments.

	
	Ninth week
	AI and Data Privacy.

	
	Tenth week
	DevSecOps: Embedding Privacy in the SDLC.

	
	Eleventh week
	Data Governance and Data Lifecycle Management.

	
	Twelfth week 
	Incident Response and Handling.

	
	Thirteenth week
	Case Studies and Industry Practices.

	
	Fourteenth week
	Student Project Presentations.

	
	Fifteenth week 
	Review and Course Synthesis.



	Literature / Reading List:


	Literature
	Required Literature:
1. Massey, S. R. (2020). Ultimate GDPR Practitioner Guide (2nd ed.). 

2. Estrin, E. (2022). Cloud Security Handbook: Find out how to effectively secure cloud environments using AWS, Azure, and GCP.

Supplementary Readings:
3. Calder, A. (2017). The EU Data Protection Code of Conduct for Cloud Service Providers: A guide to compliance. 

4. Cardwell, A. (2023). Beyond GDPR: The Consultant's Blueprint to Cybersecurity and Data Regulation. 

5. Ko, R., & Choo, R. (2015). The Cloud Security Ecosystem. 

Academic Journals and Industry Resources:
6. Journal of Data Protection & Privacy (Henry Stewart Publications).   

7. International Data Privacy Law (Oxford Academic).   

8. Cloud Security Alliance (CSA) Reports.

9. NIST Cybersecurity Framework (CSF) and other relevant NIST Special Publications.




	Teaching and Learning Methods
	The course employs a diverse combination of pedagogical methods to ensure students acquire both the theoretical knowledge and the practical skills necessary for a Master's-level professional.
· Structured Lectures: Fundamental concepts, legal principles, and technical architectures are presented in a clear, structured format.
· Problem-Based Learning (PBL): Students will work in teams on real-world scenarios, such as designing a cloud migration plan for a healthcare provider that must adhere to HIPAA and GDPR, forcing them to research and apply interdisciplinary solutions.   
· Flipped Classroom: Core reading materials, including legal statutes and technical documentation, are provided in advance. Class time is used for interactive discussions, case study analyses, and collaborative problem-solving, maximizing the value of in-person sessions.   
· Hands-on Cloud Labs: Practical lab sessions will be conducted using cloud provider consoles (e.g., AWS, Azure, GCP). These labs will focus on the concrete implementation of security controls like IAM policies, key management systems, and network configurations to reinforce theoretical learning with tangible skills.   
· Project-Based Learning: The course culminates in a comprehensive final project, simulating an industrial scenario. Students will develop a complete project report and deliver a defense, showcasing their ability to synthesize legal and technical requirements into a coherent, compliant solution.   
· Case Study Method: Analysis of real-world legal judgments from the Court of Justice of the European Union (CJEU) and major cloud security breaches will be a key component, providing a deeper understanding of the consequences of non-compliance.   
· Industrial Guest Lectures: Professionals from the cybersecurity and privacy fields will be invited to share their real-world experience, offering insights into current industry challenges and best practices.   

	
	Contribution to student workload (which should correspond to student learning outcomes - 1 ECTS credit = 25 hours)

	
	Activity
	Hours
	Days/weeks
	Total

	
	Lectures
	2
	15
	30

	
	Exercise sessions (with TA)
	2
	15
	30

	
	Practical work (Labs)
	3
	5
	15

	
	Office hours
	1
	15
	15

	
	Projects, presentations, etc.
	2
	10
	20

	
	Self-study & research
	1.6
	15
	24

	
	Midterm & Final Exam Preparation
	2
	2
	4

	
	Homework
	2
	5
	10

	
	Time spent in exams
	1
	2
	2

	Total
	
	
	150







	Evaluation
	Assessment Methods and Criteria:
	Activity
	Weight (%)

	Midterm Exam
	25%

	Project Report & Defense
	35%

	Case Study Analysis & Presentation
	15%

	Final Exam
Total
	25%
100%



 (according to the Statute and Regulation for studies of UMIB)

	
	Final grade
	Points (%)      Mark

	
	
	91 – 100          10

	
	
	81 - 90	              9

	
	
	71 - 80	              8

	
	
	61 - 70	              7

	
	
	51 - 60	              6

	Academic policies
	Criteria for regular attendance and rules of etiquette during the organization of the lesson are set.
Computer work:
Graphic works, I have to draw and write with a computer. In the works it is obligatory to respect the criteria for both the visual and the content aspect of the required works. 
Ethics in teaching:
Graphic works should be personal works of each student. There will be no tolerance for copying, "borrowing" from the Internet or any other material. The same or similar works will have negative evaluations in the final evaluation of the student.
Time:
In agreement with the students, the deadlines for submitting works will be determined. There will be no tolerance for delays in the submission of works. Failure to arrive at the time when the assignment is explained does not justify the student for not submitting the paper. The deadline will be given earlier. If you are going to travel abroad, then you need to submit the paperwork in advance. The student has the right to request a consultation with the professor whenever he / she deems it reasonable and necessary for the performance of his / her work.
Rules of conduct and academic policies:
· active participation of students in lectures o participation in discussion, comments and free expression of opinion, opinion and academic position (with arguments) 
· mandatory independent work and use of additional sources of information (various scientific websites, scientific journals, conference proceedings, etc.) 
· respecting lecture schedules without compromising academic freedom (silent cell phones) of respecting the word, thoughts and ideas of colleagues, 
· it is not allowed to arrive late and leave without a valid reason from the lecture, test or exam o preparation and holding of relevant lectures, (obligation of the teacher). 
· if the student is absent more than four times without reason in lectures and exercises, does not receive the signature for attendance. o the student cannot take the exam without an official document,
· if the student is dissatisfied with the grade obtained, has the right to complain in writing to the dean, within two working days after the announcement of the results, UMIB Statute o if the student does not follow the rules, in the exam uses tools that are not allowed, it is evaluated with a negative grade.
Plagiarism or cheating will be penalized according to university regulations.
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