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	Course Curriculum Model (Syllabus)
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	Department:
	Computer Science and Engineering

	Study Program
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	Master
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	Cloud Digital Forensics and Incident Response

	Course Status: 
	Elective
	Mandatory/Elective

	Semester:
	II
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	Number of hours per week:
	2+2
	

	ECTS: 
	6
	

	Time / location:
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	Academic Year / Semester
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	Language of Instruction: 
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	Lecturer: 
	Prof. ass. Dr. Luan Gashi

	Assistant:
	Msc. Agon Bajgora, Phd. Cand.

	Contact details:
	Professor
			Assistant

	Email:
	Luan.gashi@umib.net
	Agon.bajgora@umib.net

	Telephone:
	+38344963729
	

	

	Course Description
	This course offers techniques for conducting digital forensic investigations and managing incident response in cloud environments. It will provide a comprehensive and critical examination of the shift from traditional, on-premise digital forensics to a methodology tailored for virtualized and distributed settings. While conventional digital forensics often relies on physical access for tasks such as disk imaging and memory dumps, the cloud paradigm presents a fundamental challenge where physical access to the underlying hardware is limited or non-existent.

	Course Purpose / Course Goals
	The course's central purpose is to equip students with the theoretical knowledge and practical skills necessary to navigate this new landscape. This requires a fundamental re-evaluation of investigative processes. Cloud forensics necessitates a focus on the collection of volatile data, such as API activity logs and memory snapshots, and non-volatile evidence from virtualized storage. The curriculum places significant emphasis on the National Institute of Standards and Technology (NIST) and SANS incident response lifecycles, and their adaptation to cloud-specific challenges. A core theme will be the concept of "forensic readiness," which involves establishing the necessary controls and procedures before an incident occurs to ensure that evidence can be collected efficiently and effectively. Students will not only learn how to react to security breaches but also how to implement proactive measures that strengthen an organization's overall security posture based on lessons learned from real-world incidents. The course will delve into the critical implications of the cloud's Shared Responsibility Model, which delineates security obligations between the cloud service provider and the customer, a division that profoundly impacts incident response team roles and responsibilities.  


	Course Objectives
	The main objectives of the course are:
· To analyze the transition from traditional on-premise digital forensics to cloud-specific methodologies.
· To learn to collect and analyze volatile (e.g., API logs, memory snapshots) and non-volatile (e.g., virtual storage) data in cloud environments.
· To adapt NIST and SANS incident response lifecycles to address cloud-specific challenges and constraints.
· To establish proactive controls and procedures to ensure efficient evidence collection before incidents occur.
· To implement lessons from real-world breaches to enhance organizational resilience and response capabilities.
· To understand the division of security roles between cloud providers and customers, and its impact on forensic investigations.

	Intended Learning Outcomes (ILOs)

	[bookmark: _heading=h.bh1my4fl5zma]Knowledge and Understanding
K1: Understand the core principles of digital forensics in cloud environments, including the unique challenges presented by ephemeral infrastructure, limited physical access, and the API-driven control plane.   
K2: Explain the forensic implications of different cloud service models (IaaS, PaaS, SaaS) and deployment models (public, private, hybrid), and how evidence collection procedures vary across platforms like AWS, Azure, and GCP.   
K3: Recognize the procedural steps and methodologies of standard incident response lifecycles (e.g., NIST, SANS) and how to apply them to a multi-cloud setting.   
K4: Identify and classify common types of cloud security incidents, attack vectors, and relevant TTPs (Tactics, Techniques, and Procedures) as documented in frameworks like MITRE ATT&CK for the cloud.   

Skills
S1: Conduct forensic investigations in virtualized and distributed settings by utilizing cloud-native tools, APIs, and services for data acquisition and analysis.   
S2: Preserve digital evidence securely, maintaining a robust chain of custody for distributed and ephemeral artifacts that may be stored across multiple cloud regions or services.
S3: Develop and implement incident response plans that define clear roles, responsibilities, and communication strategies for different cloud platforms and multi-stakeholder scenarios.   
S4: Perform technical analysis of digital evidence, including live memory analysis, host-based artifact examination, and network traffic analysis, using a variety of specialized open-source and commercial tools.   

Competences
C1: Lead forensic investigations and incident response teams by demonstrating an understanding of the Shared Responsibility Model and effectively coordinating with both internal technical teams and cloud service providers.   
C2: Communicate technical findings and their operational, legal, and business implications to a diverse range of stakeholders, from technical peers to non-technical management and legal counsel, through clear and defensible reporting.   
C3: Continuously improve an organization’s security posture by conducting thorough post-incident analysis and documenting "lessons learned" to enhance forensic readiness and refine security controls and policies.   







	
	Weeks	
	Lecture

	Program
	First week
	Introduction to Cloud Digital Forensics and Incident Response.

	
	Second week
	Cloud IR & DF Frameworks.

	
	Third week
	Legal and Ethical Considerations.

	
	Fourth week
	Forensic Readiness.

	
	Fifth week 
	Evidence Acquisition & Volatility.

	
	Sixth week
	Commercial & Open-Source Tooling.

	
	Seventh week 
	Midterm Exam.

	
	Eighth week
	Network Forensics in the Cloud.

	
	Ninth week
	Host-Based and Application Forensics.

	
	Tenth week
	Forensics of SaaS and Containerized Environments.

	
	Eleventh week
	Containment and Eradication.

	
	Twelfth week 
	Recovery & Threat Hunting.

	
	Thirteenth week
	Communication and Reporting.

	
	Fourteenth week
	Case Studies and Final Project.

	
	Fifteenth week 
	Review and Feedback.



	Literature / Reading List:


	Literature
	Required Literature:

1. Ramakrishnan, G. & Haqanee, M. (2024). Cloud Forensics Demystified: Decoding cloud investigation complexities for digital forensic professionals. Packt Publishing.    

2. Groover, M. P. (2019). Fundamentals of Modern Manufacturing: Materials, Processes, and Systems. 7th Ed., Wiley.  

Foundational Standards & Frameworks:

3. NIST SP 800-145: The NIST Definition of Cloud Computing.    

4. NIST IR 8006: NIST Cloud Forensic Science Challenges.    

5. NIST SP 800-201: NIST Cloud Computing Forensic Reference Architecture.    

6. SANS Incident Response Framework.    

7. MITRE ATT&CK Framework for Cloud.    

Supplementary / Recent Literature:

8. Journals: To engage with the latest research and peer-reviewed analysis, students are expected to consult publications from top-tier academic venues. These include, but are not limited to, the IEEE Transactions on Information Forensics and Security, Computers & Security, and the Journal of Cybersecurity.    

9. Industry Reports: Reports from cybersecurity and threat intelligence firms (e.g., Palo Alto Networks Unit 42) provide valuable real-world context and analysis of contemporary threats and incident response strategies.    




	Teaching and Learning Methods
	The pedagogical approach for this course is designed to address the unique challenges of cloud forensics by moving beyond traditional lecture-based instruction and emphasizing hands-on, practical application in a simulated environment. The methods employed are a direct reflection of the field's shift towards dynamic, virtualized investigations.
· Structured Lectures: This method is used to present foundational concepts, theoretical frameworks (NIST, SANS), and the evolving legal landscape.
· Problem-Based Learning (PBL): Students will be presented with realistic, simulated cloud incident scenarios and tasked with applying their knowledge to investigate and solve them. This approach promotes critical thinking and independent problem-solving.
· Flipped Classroom: Core readings and informational videos on cloud services and tools will be provided in advance. Class time will be dedicated to in-depth discussions, collaborative problem-solving, and practical lab activities, allowing students to focus on application rather than passive information reception.
· Project-Based Learning: The course culminates in a comprehensive final project where students must conduct a full digital forensic investigation and incident response lifecycle on a pre-configured, compromised virtual cloud environment. This capstone project simulates an industrial scenario and provides a practical assessment of all learning outcomes.
· Hands-on Lab Work: A cornerstone of the course is the mandatory weekly lab session. Students will set up a virtualized digital forensics lab using open-source tools such as VirtualBox and Kali Linux. This virtual environment provides a cost-effective and scalable way to practice forensic techniques without physical hardware access. The labs will utilize a wide array of tools, including open-source platforms like The Sleuth Kit (TSK) and Autopsy, along with demonstrations of commercial-grade solutions such as OpenText EnCase, Magnet AXIOM, and Cyber Triage.   

	
	Contribution to student workload (which should correspond to student learning outcomes - 1 ECTS credit = 25 hours)

	
	Activity
	Hours
	Days/weeks
	Total

	
	Lectures
	2
	15
	30

	
	Exercise sessions (with TA)
	2
	15
	30

	
	Practical work/Lab Prep
	2
	15
	30

	
	Midterm & Final Exam Preparation
	3
	5
	15

	
	Final Project & Presentation
	2
	10
	25

	
	Self-study/Reading
	2.5
	10
	20

	Total
	
	
	150







	Evaluation
	Assessment Methods and Criteria:
	Activity
	Weight (%)

	Midterm Exam
	25%

	Lab Assignments & Practical Reports
	30%

	Final Project & Defense
	30%

	Final Exam
Total
	15%
100%



 (according to the Statute and Regulation for studies of UMIB)

	
	Final grade
	Points (%)      Mark

	
	
	91 – 100          10

	
	
	81 - 90	              9

	
	
	71 - 80	              8

	
	
	61 - 70	              7

	
	
	51 - 60	              6

	Academic policies
	Criteria for regular attendance and rules of etiquette during the organization of the lesson are set.
Computer work:
Graphic works, I have to draw and write with a computer. In the works it is obligatory to respect the criteria for both the visual and the content aspect of the required works. 
Ethics in teaching:
Graphic works should be personal works of each student. There will be no tolerance for copying, "borrowing" from the Internet or any other material. The same or similar works will have negative evaluations in the final evaluation of the student.
Time:
In agreement with the students, the deadlines for submitting works will be determined. There will be no tolerance for delays in the submission of works. Failure to arrive at the time when the assignment is explained does not justify the student for not submitting the paper. The deadline will be given earlier. If you are going to travel abroad, then you need to submit the paperwork in advance. The student has the right to request a consultation with the professor whenever he / she deems it reasonable and necessary for the performance of his / her work.
Rules of conduct and academic policies:
· active participation of students in lectures o participation in discussion, comments and free expression of opinion, opinion and academic position (with arguments) 
· mandatory independent work and use of additional sources of information (various scientific websites, scientific journals, conference proceedings, etc.) 
· respecting lecture schedules without compromising academic freedom (silent cell phones) of respecting the word, thoughts and ideas of colleagues, 
· it is not allowed to arrive late and leave without a valid reason from the lecture, test or exam o preparation and holding of relevant lectures, (obligation of the teacher). 
· if the student is absent more than four times without reason in lectures and exercises, does not receive the signature for attendance. o the student cannot take the exam without an official document,
· if the student is dissatisfied with the grade obtained, has the right to complain in writing to the dean, within two working days after the announcement of the results, UMIB Statute o if the student does not follow the rules, in the exam uses tools that are not allowed, it is evaluated with a negative grade.
Plagiarism or cheating will be penalized according to university regulations.
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