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	Course Curriculum Model (Syllabus)

	Faculty:
	FACULTY OF MECHANICAL AND COMPUTER ENGINEERING

	Department:
	Computer Sciences and Engineering 

	Study Program
	MSc in Cloud and Edge Computing

	Level:
	Master

	[bookmark: _heading=h.frymz65922a2]Code of the course:
	207CEC

	[bookmark: _heading=h.8fqsgo9jdl39]Course:
	Blockchain Fundamentals for Cloud Security

	Course Status: 
	Mandatory
	Mandatory/Elective

	Semester:
	III
	Winter/Summer

	Number of hours per week:
	2+2
	

	ECTS: 
	6
	

	Time / location:
	According to schedule /UIBM

	Academic Year / Semester
	2026/2027

	Language of Instruction: 
	Albanian

	Lecturer: 
	Dr. Adnan Imeri

	Assistant:
	

	Contact details:
	Professor
			

	Email:
	a.imeri@live.com
	

	Telephone:
	
	

	

	Course Description
	This course examines how blockchain technologies can improve security, trust, and decentralization in cloud environments. Students will explore the fundamental principles of distributed ledger technology, consensus mechanisms, and cryptographic foundations that enable secure, transparent, and decentralized systems. The course covers smart contracts development, various consensus algorithms, and practical integration of blockchain solutions within existing cloud security frameworks. Students will learn to evaluate blockchain use cases in identity management, access control, and data integrity verification. The curriculum emphasizes hands-on experience with popular blockchain platforms, development of decentralized applications (dApps), and analysis of security implications in distributed environments. Through practical projects and case studies, students will gain expertise in implementing blockchain-based security solutions that enhance trust and transparency in cloud computing ecosystems.

	Course Purpose / Course Goals
	The purpose of this course is to provide students with comprehensive knowledge of blockchain technology and its applications in enhancing cloud security. Students will develop both theoretical understanding and practical skills necessary to design, implement, and evaluate blockchain-based security solutions. The course aims to bridge the gap between traditional cloud security approaches and emerging decentralized technologies, preparing students to lead innovation in secure distributed systems. Students will gain expertise in cryptographic foundations, consensus mechanisms, smart contract development, and the integration of blockchain technologies into existing cloud infrastructures while understanding the trade-offs between decentralization, security, and performance.

	Course Objectives
	· Understand blockchain principles, consensus algorithms, cryptographic foundations, and smart contract mechanisms. 
· Apply blockchain technologies to enhance security, trust, and transparency in cloud environments. 
· Integrate decentralized identity management and access control systems with existing cloud infrastructures. 
· Use consensus algorithms and distributed ledger technologies to solve real-world security challenges. 
· Evaluate trade-offs between decentralization, performance, scalability, and security in blockchain implementations.

	Intended Learning Outcomes (ILOs)

	[bookmark: _heading=h.bh1my4fl5zma]Knowledge
· K1: Describe blockchain architecture, cryptographic foundations, consensus mechanisms, and distributed ledger principles.
· K2: Explain smart contracts, decentralized applications (dApps), and their role in cloud security frameworks.
· K3: Recognize blockchain use cases in identity management, access control, data integrity, and trust establishment in cloud environments.
Skills
· S1: Specify, Develop and deploy smart contracts using popular blockchain platforms and development frameworks.
· S2: Implement decentralized identity and access management systems for cloud applications
· S3: Apply blockchain technologies to enhance data integrity, auditability, and transparency in distributed systems.
Competences
· C1: Design and integrate blockchain-based security solutions into existing cloud infrastructures and architectures.
· C2: Lead cross-functional teams in implementing blockchain initiatives that address complex business and security challenges.
· C3: Evaluate and mitigate risks, performance implications, and scalability challenges in blockchain-based distributed systems.



	
	Weeks	
	Lecture

	Program
	First week
	Introduction: Blockchain Technology and Cloud Security Landscape

	
	Second week
	Cryptographic Foundations: Hash Functions, Digital Signatures, Merkle Trees

	
	Third week
	Blockchain Architecture: Blocks, Transactions, and Distributed Ledgers

	
	Fourth week
	Consensus Algorithms: Proof of Work, Proof of Stake, and Alternative Mechanisms

	
	Fifth week 
	Smart Contracts: Development, Deployment, and Security Considerations

	
	Sixth week
	Decentralized Applications (dApps) and Blockchain Platforms

	
	Seventh week 
	Identity Management and Access Control with Blockchain

	
	Eighth week
	Midterm Exam + Review

	
	Ninth week
	Blockchain Integration in Cloud Security Architectures

	
	Tenth week
	Scalability Solutions: Layer 2, Sharding, and Interoperability

	
	Eleventh week
	Security Analysis: Vulnerabilities and Attack Vectors in Blockchain Systems

	
	Twelfth week 
	Case Studies: Real-world Blockchain Security Implementations

	
	Thirteenth week
	Emerging Trends: Privacy-Preserving Technologies, Zero-Knowledge Proofs

	
	Fourteenth week
	Student Project Presentations and Demonstrations

	
	Fifteenth week 
	Review, Feedback, and Final Project Submissions



	Literature / Reading List:


	Literature
	1. Antonopoulos, A. M., & Wood, G. (2018). Mastering Ethereum: Building Smart Contracts and DApps. O'Reilly Media.
2. Narayanan, A., Bonneau, J., Felten, E., Miller, A., & Goldfeder, S. (2016). Bitcoin and Cryptocurrency Technologies. Princeton University Press.
3. Bashir, I. (2020). Mastering Blockchain: A Deep Dive into Distributed Ledgers, Consensus Protocols, Smart Contracts, DApps, Cryptocurrencies, Ethereum, and More (3rd ed.). Packt Publishing.
4. Baalamurugan, K. M., Kumar, S. R., Kumar, A., Kumar, V., & Padmanaban, S. (Eds.). (2021). Blockchain security in cloud computing. Springer Nature
5. Habib, G., Sharma, S., Ibrahim, S., Ahmad, I., Qureshi, S., & Ishfaq, M. (2022). Blockchain technology: benefits, challenges, applications, and integration of blockchain technology with cloud computing. Future Internet, 14(11), 341.s




	Teaching and Learning Methods
	The course combines theoretical lectures with hands-on laboratory sessions and project-based learning. Students engage with real blockchain platforms and develop practical solutions to cloud security challenges.
· Structured Lectures: introducing blockchain concepts, cryptographic foundations, and security principles.
· Problem-Based Learning (PBL): solving real-world security challenges using blockchain technologies.
· Laboratory Sessions: hands-on experience with blockchain platforms, smart contract development, and dApp creation.
· Project-Based Learning: team projects implementing blockchain security solutions for cloud environments.
· Case Study Analysis: examining successful blockchain implementations in enterprise security contexts.
· Peer Review Sessions: collaborative evaluation of project proposals and security solution designs.
· Guest Lectures: industry experts sharing insights on blockchain adoption and security best practices.


	
	Contribution to student workload (which should correspond to student learning outcomes - 1 ECTS credit = 25 hours)

	
	Activity
	Hours
	Days/weeks
	Total

	
	Lectures
	2
	15
	30

	
	Exercises / Labs
	2
	15
	30

	
	Practical project work
	2
	7
	14

	
	Office hours (optional)
	1
	4
	4

	
	Midterm exam & seminars
	2
	5
	10

	
	Homework
	3
	3
	9

	
	Self-study
	4
	7
	28

	
	Final exam preparation
	3
	5
	15

	
	Time spent in exams
	3
	2
	6

	
	Projects, presentations
	2
	2
	4

	Total
	
	
	150




	Evaluation
	Assessment Methods and Criteria:
	Activity
	Weight (%)

	· Midterm Exam
	20%

	· Project Report & Defense
	20%

	· Seminar Presentation
	10%

	· Final Exam
Total
	50%
100%



 (according to the Statute and Regulation for studies of UMIB)

	
	Final grade
	Points (%)      Mark

	
	
	91 – 100           10

	
	
	81 - 90	              9

	
	
	71 - 80	              8

	
	
	61 - 70	              7

	
	
	51 - 60	              6

	Academic policies
	Criteria for regular attendance and rules of etiquette during the organization of the lesson are set.

Technical Requirements: All laboratory assignments and projects must be completed using appropriate blockchain development tools and platforms. Students are expected to demonstrate proficiency in smart contract development, blockchain deployment, and security testing methodologies.

Ethics in Teaching: All assignments and projects must represent original work by each student or team. Collaboration is encouraged for team projects but individual contributions must be clearly documented. Copying code from online sources without proper attribution or understanding will result in negative evaluation. Academic integrity violations will be handled according to university regulations.

Time:
In agreement with the students, the deadlines for submitting works will be determined. There will be no tolerance for delays in the submission of works. Failure to attend the session when an assignment is explained does not justify late or missing submission. The deadline will be given earlier. If you are going to travel abroad, then you need to submit the paperwork in advance. The student has the right to request a consultation with the professor whenever he / she deems it reasonable and necessary for the performance of his / her work.
Rules of conduct and academic policies:
· active participation of students in lectures o participation in discussion, comments and free expression of opinion, opinion and academic position (with arguments) 
· mandatory independent work and use of additional sources of information (various scientific websites, scientific journals, conference proceedings, etc.) 
· respecting lecture schedules without compromising academic freedom (silent cell phones) of respecting the word, thoughts and ideas of colleagues, 
· it is not allowed to arrive late and leave without a valid reason from the lecture, test or exam o preparation and holding of relevant lectures, (obligation of the teacher). 
· if the student is absent more than four times without reason in lectures and exercises, does not receive the signature for attendance. o the student cannot take the exam without an official document,
· if the student is dissatisfied with the grade obtained, has the right to complain in writing to the dean, within two working days after the announcement of the results, UMIB Statute o if the student does not follow the rules, in the exam uses tools that are not allowed, it is evaluated with a negative grade.
· Plagiarism or cheating will be penalized according to university regulations.
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