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	Content
	This course offers a hands-on exploration of cybersecurity, covering both theoretical and practical aspects. Students will learn about network security, secure coding practices, vulnerability analysis, and the application of cryptography. The curriculum is designed to provide a strong foundation in threat detection, incident response, and digital forensics. By the end of the course, students will be able to perform basic ethical hacking techniques and apply industry best practices to secure various digital systems and applications.

	Purpose
	This course provides a comprehensive overview of modern cybersecurity principles and practices. It focuses on the technical aspects of protecting digital systems, networks, and data from malicious attacks and unauthorized access. The course aims to equip students with the knowledge and skills necessary to identify, analyze, and mitigate cyber threats, ensuring the confidentiality, integrity, and availability of digital assets. Through hands-on exercises and real-world case studies, students will learn to apply core cybersecurity concepts to a variety of applications and environments.

	Accessibility

	Upon successful completion of this course, students will be able to:
· Explain the core tenets of cybersecurity.
· Analyze and mitigate common cyber threats and vulnerabilities in networks and systems.
· Apply cryptographic principles to secure communication and data.
· Understand the phases of a security incident response plan and perform basic digital forensics.
· Conduct vulnerability assessments and explain the principles of ethical hacking.
· Design and implement secure software and network architectures.
· Evaluate and select appropriate security tools and technologies for various applications.
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	weeks

	Lecture

	
	First week:
	Syllabus presentation; Introduction to Cybersecurity.

	
	Second week:
	Network Security Fundamentals.

	
	Third week:
	Network Defenses.

	
	Fourth week:
	System Security.

	
	Fifth week:  
	Malware Analysis.

	
	Sixth week:
	First test.

	
	Seventh week:  
	Cryptography in Practice.

	
	Eighth week:  
	Web Application Security.

	
	Ninth week:  
	Cloud Security.

	
	Tenth week:
	Vulnerability Assessment and Penetration Testing.

	
	Eleventh week:  
	Second test.

	
	Twelfth week:  
	Incident Response.

	
	Thirteenth week:    
	Digital Forensics.

	
	Fourteenth week:    
	Cybersecurity Governance, Risk, and Compliance.

	
	Fifteenth week :   
	Emerging Trends.

	Literature
	Principal literature:
1. Stallings, W., & Brown, L. (2023). Computer Security: Principles and Practice (5th ed.). Pearson.
2. Ciampa, M. (2021). Security+ Guide to Network Security Fundamentals (6th ed.). Cengage Learning.
3. Sharp, R. (2024). Introduction to Cybersecurity: A Multidisciplinary Challenge. Springer.
Recommended Literature:
4. Whitman, M. E., & Mattord, H. J. (2022). Principles of Information Security (7th ed.). Cengage Learning.
5. Brooks, C. J., et al. (2024). Cybersecurity Essentials (4th ed.). Pearson.



	Teaching methodology 
	Lessons will be conducted through lectures, exercises, individual work, experimental work, seminar papers, classroom sessions, group work, etc.

	
		Contribution to student workload (which should correspond to student learning outcomes - 1 ECTS credit = 25 hours)


	Activity
	Hours
	 Days/weeks
	Total

	Lectures
	2
	15
	30

	Exercise sessions (with TA)
	2
	15
	30

	Practical work
	-
	-
	-

	Office hours
	2
	10
	20

	Fieldwork
	-
	-
	-

	Midterms, seminars
	3
	5
	15

	Homework
	-
	-
	-

	Self-study
	2
	10
	20

	Final exam preparation
	2
	2
	4

	Time spent in exams
	2
	2
	6

	Projects, presentations, etc 
	-
	-
	-

	Total

	
	
	125




	Evaluation
		Teaching methodology:  
(according to the Statute and Regulation for studies of UMIB)


	Tests / Colloquia
	60%

	Practical test during exercises
	10%

	Seminary work
	-

	Interpretation and presentation of artistic creativity and other works
	-

	Assignments and other courses during the semester
	10 %

	Professional activities
	-

	Others (specify) - 
	-

	Final exam
	20%




	Academic policies
	The students are expected to behave in correct and professional manner. They can cooperate and discuss papers and projects among themselves, but the submitted papers and projects need to be unique and individual. Each student will be graded individually, based on evaluation methods. No copying between students or the presentation of solutions received from unauthorized books or other online resources will be tolerated. Eventual cases of violation of academic conduct and norms will be reported to the management of the Faculty. 

The achieved performance will be evaluated according to the following table:

	Points
	Grade

	50 - 59.9
	6

	60 - 69.9
	7

	70 - 79.9
	8

	80 - 89.9
	9

	90 – 100
	10
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