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	Course Curriculum Model (Syllabus)

	Faculty:
	Faculty of Mechanical and Computer Engineering

	Department:
	Computer Science and Engineering

	Level:
	

	[bookmark: _heading=h.q3yept5bipa9]Code of the course:
	30-CSE

	[bookmark: _heading=h.7v2mu73dbdl2]Course:
	Web3 and Blockchain

	Course Status: 
	Obligatory
	(mandatory)

	Semester:
	V
	(winter)

	Number of hours per week:
	3+2          
	

	ECTS: 
	5
	

	Time / location:
	

	Year of studies:
	III

	Lecturer: 
	

	Assistant:
	

	Contact details:
	Lecturer 
	Assistant

	Email:
	@umib.net
	

	Tel:
	
	





	       Content 
	Fundamentals of blockchain technology; cryptography basics (hashing, digital signatures); consensus mechanisms (PoW, PoS, BFT); Bitcoin and UTXO model; Ethereum and account model; smart contracts with Solidity; development frameworks (Remix, Hardhat, Truffle); decentralized applications (DApps); ERC standards (ERC-20, ERC-721); oracles and interoperability; layer 2 solutions (rollups, sidechains); security and auditing in smart contracts; regulatory and ethical aspects of Web3.

	Purpose
	To introduce students to blockchain technology and decentralized applications. Students will understand blockchain fundamentals, design and deploy smart contracts, explore scalability and interoperability, and gain practical experience with modern Web3 tools.

	Accessibility

	· Explain how blockchain works and compare consensus mechanisms.
· Describe Bitcoin’s UTXO model and Ethereum’s account model.
· Develop and deploy smart contracts with Solidity.
· Build simple decentralized applications (DApps) using Web3 frameworks.
· Apply ERC standards to implement tokens and NFTs.
· Understand security issues and apply best practices in contract development.
· Explain the role of layer 2 scaling solutions.
· Recognize legal, ethical, and societal implications of blockchain technology.
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	weeks

	Lecture 

	
	First week:
	Introduction to Blockchain & Web3

	
	Second week:
	Cryptography Basics: Hashes & Signatures

	
	Third week:
	Consensus Mechanisms (PoW, PoS, BFT)

	
	Fourth week:
	Bitcoin & UTXO Model

	
	Fifth week:  
	Ethereum & Account Model

	
	Sixth week:
	Solidity Basics: Smart Contract Structure

	
	Seventh week:  
	Development Tools: Remix, Hardhat

	
	Eighth week:  
	ERC-20 Tokens & Events

	
	Ninth week:  
	NFTs & ERC-721 Standard

	
	Tenth week:
	Oracles & Interoperability

	
	Eleventh week:  
	Layer 2 Solutions (Rollups, Sidechains)

	
	Twelfth week:  
	DApp Development (Frontend + Smart Contract) 

	
	Thirteenth week:    
	Security & Smart Contract Auditing

	
	Fourteenth week:    
	Ethics, Regulation, and Future of Web3

	
	Fifteenth week :   
	Project Presentations & Final Exam

	Literature
	1. Principal literature:  
2. Mastering Ethereum — Andreas M. Antonopoulos, Gavin Wood
3. 
Recommended Literature:
Mastering Bitcoin — Andreas M. Antonopoulos
Solidity Programming Essentials (2nd Edition) — Ritesh Modi
Ethereum Smart Contract Development — Mayukh Mukhopadhyay
Official documentation for Ethereum, Solidity, Hardhat

	Teaching methodology 
	· Lecture
· Flipped Classroom
· Discussion
· Group work
· Exercises
· Homework
· Real-world projects
· Lab sessions with smart contract deployment

	
	
	Contribution to student workload (which should correspond to student learning outcomes - 1 ECTS credit = 25 hours)


	Activity
	Hours
	 Days/weeks
	Total

	Lectures
	3
	15
	45

	Exercise sessions (with TA)
	2
	15
	30

	Practical work
	0
	0
	0

	Office hours
	1
	15
	15

	Fieldwork
	0
	0
	0

	Midterms, seminars
	2
	2
	4

	Homework
	2
	4
	8

	Self-study
	1
	5
	5

	Final exam preparation
	1
	5
	5

	Time spent in exams
	1
	3
	3

	Projects, presentations, etc
	1
	10
	10

	Total

	
	
	125





	Evaluation
	
	Teaching methodology:  
(according to the Statute and Regulation for studies of UMIB)


	Tests / Colloquia
	

	Practical test during exercises
	25%

	Project (DApp / smart contract)
	35%

	Work in the classroom (labs/participation)
	15 %

	Final exam
	25%
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