
[image: ]             UNIVERSITY OF MITROVICA “ISA BOLETINI”

	Course Curriculum Model (Syllabus)


	Faculty:
	FACULTY OF MECHANICAL AND COMPUTER ENGINEERING

	Department:
	Computer Science and Engineering

	Level:
	Bachelor

	[bookmark: _Toc251415514][bookmark: _Toc251415298][bookmark: _Toc218263072]Code of the course:
	CSE607

	[bookmark: _Toc251415513][bookmark: _Toc251415297][bookmark: _Toc218263071]Course:
	Ethics, Law and Technology

	Course Status: 
	E
	(Elective)

	Semester:
	VI
	(Summer)

	Number of hours per week:
	2+2          
	

	ECTS: 
	5
	

	Time / location:
	According to schedule /UIBM

	Year of studies:
	III

	Lecturer: 
	Prof. Ass. Dr. Luan Gashi

	Assistant:
	

	Contact details:
	Lecturer 
	Assistant

	Email:
	luan.gashi@umib.net
	

	Telefon:
	
	




	       Content 
	This course provides a comprehensive view of the ethical issues that have become important in this age of information, including computers and privacy, censorship on the internet, issues of intellectual property and intellectual freedom as well as computer crime.
This course introduces various technical and administrative aspects of cybersecurity as it relates to law, computing, and ethics. Through this course, we will define ethics, morality and recognize the difference between ethical theory and professional ethics. This course is designed to develop and encourage ethical decision making, behavior, and character expected of an IT professional. Also, this course will cover the legal issues related to legal informatics, and governs the digital dissemination of both (digitalized) information and software, information security and electronic commerce.

	Purpose
	This course is designed to enable students to understand the challenges technology have created. Issues such as professional ethics, liability, critical thinking, moral responsibility, privacy, free speech, and security will be examined in the context of private and business use. Students will consider the impact of technology in decision-making, corporate policies, budgets, government regulations and the law. The main purpose of this course is to examine the challenges that computer professionals face on a daily basis and the interrelationships of ethics, law, and technology. The course aims to help computer professionals understand the implications of the software and systems that they create, and how their work fits into society.

	Accessibility

	Upon successful completion of this course, the student will be able to:
1. Discuss the fast-changing world of technology
2. Understand professional ethics as it relates to the IT professional 
3. Understand the impact technology have on our everyday lives
4. Identify ways that technology gathers information about the users 
5. Understand and analyze laws and regulations as it pertains to freedom of speech, political freedoms, and censorship in technology
6. Describe computer crimes
7. Demonstrate knowledge of current models of information and computer ethics.
8. Define ethics, morality, and moral system and recognize the distinction between ethical theory and professional ethics
9. Identify the professional’s role in security and the tradeoffs involved.
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	Weeks
	Lecture 

	
	First week:
	Syllabus presentation

	
	Second week:
	Introduction to information security policy basis; information security policies, standards, guidelines, baselines and procedures 

	
	Third week:
	Information protection, privacy considerations, International security activity

	
	Fourth week:
	Defining Information security policies and procedures: Corporate policies

	
	Fifth week:  
	Information security policy framework; FISMA frameworks

	
	Sixth week:
	First test

	
	Seventh week:  
	Ethics after the Information Revolution

	
	Eighth week:  
	Professional Ethics & Privacy
Cyberspace Privacy Laws and Issues

	
	Ninth week:  
	Cyberspace Intellectual Property Laws and Issues- Fair use DRM (Digital Rights Management) and the DMCA (Digital Millennium Copyright Act), Copyright Web issues

	
	Tenth week:
	Cyberspace Free Speech Laws and Issues
Cybercrime and Related Laws

	
	Eleventh week:  
	Second test

	
	Twelfth week:  
	Ethical Aspects of Emerging Technology

	
	Thirteenth week:    
	Cyber Space Jurisdiction

	
	Fourteenth week:    
	Cybercrime & Intellectual Property

	
	Fifteenth week :   
	Regulating online Commerce
Professionalism and Work Place Issues in the IT Field

	Literature
	1. Principal literature:  
1. Paine, L. S. (2020). Ethics: A basic framework. Harvard Business Publishing.

2. Badaracco, J. L., & Useem, J. (2020). Managerial duties and business law. Harvard Business Publishing.

Recommended Literature:   

3. Genovesi, S., Kaesling, K., & Robbins, S. (2023). Recommender systems: Legal and ethical issues. Springer.

4. Hildt, E., Laas, K., Brey, E. M., & Miller, C. Z. (2024). Building inclusive ethical cultures in STEM. Springer.

5. Kluge, E.-H. W. (2024). The ethics of artificial intelligence in healthcare: From hands-on practice to policy-making. Springer.

	Teaching methodology 
	Lessons will be conducted through lectures, exercises, individual work, experimental work, seminar papers, classroom sessions, group work, etc.

	
		Contribution to student workload (which should correspond to student learning outcomes - 1 ECTS credit = 25 hours)


	Activity
	Hours
	 Days/weeks
	Total

	Lectures
	2
	15
	30

	Exercise sessions (with TA)
	2
	15
	30

	Practical work
	-
	-
	-

	Office hours
	2
	10
	20

	Fieldwork
	-
	-
	-

	Midterms, seminars
	3
	5
	15

	Homework
	-
	-
	-

	Self-study
	2
	10
	20

	Final exam preparation
	2
	2
	4

	Time spent in exams
	2
	2
	6

	Projects, presentations, etc
	-
	-
	-

	Total

	
	
	125




	Evaluation
		Teaching methodology:  
(according to the Statute and Regulation for studies of UMIB)


	Tests / Colloquia
	60%

	Practical test during exercises
	10%

	Seminary work
	-

	Interpretation and presentation of artistic creativity and other works
	 -

	Assignments and other courses during the semester
	10 %

	Professional activities
	-

	Others (specify) - 
	-

	Final exam
	20%




	Academic policies
	The Professor sets the criteria for regular attendance at lectures and exercises and the rules of ethics such as keeping calm in class, turning off cell phones, entering the hall on time, etc.

The students are expected to behave in correct and professional manner. They can cooperate and discuss papers and projects among themselves, but the submitted papers and projects need to be unique and individual. Each student will be graded individually, based on evaluation methods. No copying between students or the presentation of solutions received from unauthorized books or other online resources will be tolerated. Eventual cases of violation of academic conduct and norms will be reported to the management of the Faculty. 

The achieved performance will be evaluated according to the following table:

	Points
	Grade

	50 - 59.9
	6

	60 - 69.9
	7

	70 - 79.9
	8

	80 - 89.9
	9

	90 – 100
	10






             Mitrovica, 
01/09/2025								Course provider:

Prof. Ass. Dr. Luan Gashi

                                                                                               _______________________________
                                                                                                     (Signature)

image1.png




